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1	Decision/action requested
The contribution proposes a new solution to address KI#1.
2	References

3	Rationale
The contribution proposes a new solution to address KI#1. For roaming case in eNA, the vPLMN may request user analytics from hPLMN. Depending on different regulation, user consent may be needed. The solution proposes that central NF in hPLMN is deemed as enforcement point. Besides that, the UDM will double check whether the requested vPLMN is allowed for requesting UE’s anaytics based on the user consent, local policy and local regulations.
4	Detailed proposal
*************** Start of 1st Change ****************
6.X	Solution #X: User Consent for Analytics Request from vPLMN
[bookmark: _Toc107821159]6.X.1	Introduction 
This solution addresses the requirement in KI#1 “User consent for Roaming case in eNA”. 
For roaming case in eNA, the vPLMN may request user analytics from hPLMN. Depending on different regulation, user consent may be needed. The solution proposes that central NF in hPLMN is deemed as enforcement point. Besides that, the UDM will double check whether the requested vPLMN is allowed for requesting UE’s anaytics based on the user consent, local policy and local regulations. 
[bookmark: _Toc107821160]6.X.2	Solution details
6.X.2.1	User Consent Check Procedure

 
Figure 6.X.2.1-1 User Consent Check for Analytics Request from vPLMN
0. The UDM stores the user consent parameters, which includes purpose and user consent result. 
1. Data consumer sends Analytics Request/Subscribe message to the vNWDAF. The message includes UE ID and is used to retrieve analytics for specific user.
2. The vNWDAF sends the Analytics Request/Subscribe message to the hCentral NF.
Editor’s Note: 	The selection of the central NF (i.e. NWDAF, DCCF, NEF or new NF, e.g. GEF) is based on SA2’s conclusion. It is assumed that the central NF is NWDAF or DCCF so that the additional step can be avoid.
3. The hCentral NF sends Nudm_SDM_Get request message including UE ID and vPLMN ID to the UDM to retrieve user consent parameters.
4. The UDM checks whether the vPLMN is allowed for requesting UE’s anaytics based on the user consent, local policy and local regulations. If yes, the UDM returns the user consent parameter, otherwise, the UDM constructs user consent parameter for the vPLMN with all purposes are set as “not granted”.
5. The UDM replies Nudm_SDM_Get response message to the hCentral NF. The message includes user consent parameters. 
6. The hCentral NF enforces the user consent parameter before user data processing, i.e. whether the specific purpose is granted or not. The hCentral NF may store the user consent parameters of the vPLMN.
7. If user consent is granted, the hCentral NF replies analytics response/notify.
8. The vNWDAF replies analytics response/notify to the Data consumer.
6.X.2.2	User Consent Revocation Procedure


Figure 6.X.2.2-1 User Consent Revocation for Analytics Request from vPLMN
0. The UDM stores the user consent parameters for the vPLMN.
1. The hCentral NF subscribes the notification service by sending Nudm_SDM_Subscribe message to the UDM. The message includes SUPI and vPLMN ID.
2. If user consent parameter for the vPLMN is changed, e.g. consent is revoked, the UDM will notify it.
3. The UDM sends Nudm_SDM_Notify message to the hCentral NF, the message includes the changed user consent parameter.
4. If the consent for the vPLMN is revoked, the hCentral NF notifies other NF in the vPLMN to stop collecting and processing the user data subject to the consent. The hCentral NF may also stop collecting and processing the user data if available.
5. The hCentral NF sends Termination Request to the vNWDAF.
6. The vNWDAF sends the Termination Request to the Data consumer.
7. If the consent is revoked, the Data consumer unsubscribes the notification and stop processing the user data subject to the consent.
[bookmark: _Toc107821161]6.X.3	Evaluation
This solution addresses the requirements in KI#1 “User consent for Roaming case in eNA”.
*************** End of 1st Change ****************
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